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ABSTRACT

High-speed packet content inspection and filtering devices rely on
a fast multi-pattern matching algorithm which is used to detect pre-
defined keywords or signatures in the packets. Multi-pattern match-
ing is known to require intensive memory accesses and is often a
performance bottleneck. Hence specialized hardware-accelerated
algorithms are being developed for line-speed packet processing.
While several pattern matching algorithms have already been de-
veloped for such applications, we find that most of them suffer
from scalability issues. To support a large number of patterns, the
throughput is compromised or vice versa.

We present a hardware-implementable pattern matching algo-
rithm for content filtering applications, which is scalable in terms
of speed, the number of patterns and the pattern length. We modify
the classic Aho-Corasick algorithm to consider multiple characters
at a time for higher throughput. Furthermore, we suppress a large
fraction of memory accesses by using Bloom filters implemented
with a small amount of on-chip memory. The resulting algorithm
can support matching of several thousands of patterns at more than
10 Gbps with the help of a less than 50 KBytes of embedded mem-
ory and a few megabytes of external SRAM. We demonstrate the
merit of our algorithm through theoretical analysis and simulations
performed on Snort’s string set.
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1. INTRODUCTION

Several modern packet processing applications including
Network Intrusion Detection/Prevention Systems (NIDS/NIPS),
Layer-7 switches, packet filtering and transformation systems per-
form deep packet inspection. Fundamentally, all these systems at-
tempt to make sense of the application layer data in the packet.
One of the most frequently performed operation in such applica-
tions is searching for predefined patterns in the packet payload. A
web server load balancer, for instance, may direct a HTTP request
to a particular server based on a certain predefined keyword in the
request. Signature-based NID(P)S looks for the presence of the
predefined signature strings deemed harmful to the network such
as an Internet worm or a computer virus in the payload. In some
cases the starting location of such predefined strings can be deter-
ministic. For instance, the URI in a HTTP request can be spotted
by parsing the HTTP header and this precise string can be com-
pared against the predefined strings to switch the packet. In certain
cases one doesn’t know where the string of our interest can start in
the data stream making it imperative for the system to scan every
byte of the payload. This is typically true of the signature based
intrusion detection systems such as Snort [1].

Snort is a light-weight NIDS which can filter packets based on
predefined rules. Each Snort rule first operates on the packet header
to check if the packet is from a source or to a destination network
address and/or port of interest. If the packet matches a certain
header rule then its payload is scanned against a set of predefined
patterns associated with the header rule. Matching of one or mul-
tiple patterns implies a complete match of a rule and further action
can be taken on either the packet or the TCP flow. The number of
patterns can be in the order of a few thousands. Snort version 2.2
contains over 2000 strings.

In all these applications, the speed at which pattern matching is
performed critically affects the system throughput. Hence efficient
and high-speed algorithmic techniques which can match multiple
patterns simultaneously are needed. ldeally we would like to use
techniques which are scalable with number of strings as well as
network speed. Software based NIDS suffer from speed limita-
tions, they can not sustain wire-speed of more than a few hundred
mega bits per second. This has led the networking research com-
munity to explore hardware based techniques for pattern matching.
Several interesting pattern matching techniques for network intru-
sion detection have been developed, a majority of them produced
by the FPGA community. These techniques use the reconfigurable
and highly parallel logic resources on an FPGA to contrive a high-
speed search engine. However, these techniques suffer from scal-
ability issues, either in terms of speed or the number of patterns
to be searched, primarily due to the limited and expensive logic
resources.
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We present an algorithm that is scalable in terms of network
speed, number of patterns and pattern length. Our algorithm modi-
fies the classic Aho-Corasick algorithm (see [2]) to allow it to con-
sider an alphabet consisting of symbols formed by group of char-
acters instead of a single character. We show how a regular Aho-
Corasick automaton can be transformed into an automaton which
is suitable for matching multiple characters at a time as opposed to
single character. Moreover, we also show how this transformation
allows us to parall€elize the Aho-Corasick algorithm. Once we par-
allelize the Aho-Corasick automaton, we can use multiple instances
of it to achieve a required speedup by advancing the text stream by
multiple characters at a time. Most importantly, we show how each
automation can be implemented using Bloom filters [4] which help
us suppress off-chip memory access to a great extent. When a string
of interest appears in the text stream our machine performs the nec-
essary memory accesses and hence slows down the string matching
process. However, since the typical text stream in the context of
NIDS rarely contain strings of interest, our algorithm can maintain
the desired speedup for such a text stream.

The rest of the paper is organized as follows. In the next section
we summarize the related work in hardware-based multi-pattern
matching. Then, in Section 3 we begin with an introduction to the
Aho-Corasick algorithm and highlight the problems it suffers from.
In Section 4 we illustrate our algorithm and analyze its performance
in Section 5. We report the simulation results with the string-set ex-
tracted from Snort NIDS in Section 6. Finally Section 7 concludes
the paper.

2. RELATED WORK

Multi-pattern matching is one of the well studied classical prob-
lems in computer science. The most notable algorithms include
Aho-Corasick (explained in the next section) and Commentz-
Walter algorithms which can be considered as the extension of
well-known KMP and Boyer-Moore single pattern matching algo-
rithms respectively [7]. Both these algorithms are suitable only for
software implementation and suffer from throughput limitations.
The current version of Snort uses an optimized Aho-Corasick algo-
rithm.

In the past few years, several interesting algorithms and tech-
niques have been proposed for multi-pattern matching in the con-
text of network intrusion detection. The hardware-based techniques
make use of commodity search technologies such as TCAM [13]
or reconfigurable logic/FPGAs [6][11][3][10] Some of the FPGA
based techniques make use of the on-chip logic resources to com-
pile patterns into parallel state-machines or combinatorial logic.
Although very fast, these techniques are known to exhaust most
of the chip resources with just a few thousand patterns and require
bigger and expensive chips. Therefore, scalability with pattern set
size is the primary concern with purely FPGA-based approaches.

An approach presented in [5] uses FPGA logic with embed-
ded memories to implement parallel Pattern Detection Modules
(PDMs). PDMs can match arbitrarily long strings by segmenting
them in smaller substrings and matching them sequentially.

The technique proposed in [11] also seeks to accelerate the Aho-
Corasick automation by considering multiple characters, however,
our underlying implementation is completely different. While they
use suffix matching, we use prefix matching with multiple machine
instances. Moreover, their implementation uses FPGA lookup ta-
bles and hence is limited in the pattern set size where as our im-
plementation is based on Bloom filters, which are memory efficient
data structures.

From the scalability perspective, memory-based algorithms are
attractive since memory chips are cheap. Unfortunately, while us-

ing memory-based algorithms, the memory access speed becomes
a bottleneck. A highly optimized hardware-based Aho-Corasick
algorithm was proposed in [12]. The algorithm uses a bit-map for
compressed representation of a state node in Aho-Corasick automa-
ton. Although very fast even in the worst case (8 Gbps scanning
rate), the algorithm assumes the availability of excessively large
memory bus such as 128 bytes to eliminate the memory access bot-
tleneck and would suffer from power consumption issues.

A Bloom-filter based algorithm proposed in [8] makes use of
a small amount of embedded-memory along with commaodity off-
chip memory to scan a large number of strings at high speed. Using
on-chip Bloom filters, a quick check is done on the payload strings
to see if it is likely to match a string in the set. Upon a Bloom filter
match, the presence of the string is verified by using a hash table
in the off-chip memory. The authors argue that since the strings of
interest are rarely found in the packets, the quick check in Bloom
filter reduces more expensive memory accesses and improves the
overall throughput greatly. However, since the algorithm involves
hashing over a maximum length pattern size text window, it does
not scale for arbitrarily long strings (100s of bytes). It is reported
that up to 16 bytes is a feasible pattern length for a high-speed
implementation. As we will see, our algorithm combines the tech-
niques in [8] with Aho-Corasick algorithm to get rid of the string
length limitation.

A TCAM based solution for pattern matching proposed in [13]
breaks a long patterns into shorter segments and keeps them in
TCAM. A window of characters from the text is looked up in the
TCAM and upon a partial match, the result is stored in a temporary
table. The window is moved forward by a character and the lookup
is executed again. At every stage, the appropriate partial match ta-
ble entry is taken into account to verify if a complete string has
matched. The authors deal with the issue of deciding a suitable
TCAM width for efficient utilization of TCAM cells. They also
use TCAM cleverly for supporting wild card patterns, patterns with
negations and correlated patterns. Although this technique is very
fast, being TCAM based, it suffers from other well known prob-
lems such as excessive power consumption and high cost. Further,
the throughput of this algorithm is limited to a single character per
clock tick. Scanning multiple characters at a time would require
multiple TCAM chips.

3. AHO-CORASICK ALGORITHM

In multi-string matching problem, we have a set of strings .S and
we would like to detect all the occurrences of any of the strings
in S in a text stream 7. We will denote by T'[:...;] the character
sequence from ‘" character to j'* character of stream 7. For a
given set of strings, the Aho-Corasick algorithm constructs a finite
automaton. This finite automaton can be a Deterministic Finite Au-
tomaton (DFA) or a Non-deterministic Finite Automaton (NFA).
For our purpose, we will focus on NFA version of the algorithm
since that is the one we will improve upon. Figure 1 shows an
example of a constructed NFA for a set of strings.

Pattern matching is easy: given a current state in the automaton
and the next input character, the machine checks to see if the char-
acter causes a failure transition. If not, then it makes a transition
to the state corresponding to the character. Otherwise, it makes a
failure transition. In case of a failure transition the machine must
reconsider the character causing the failure for the next transition
and the same process is repeated recursively until the given charac-
ter leads to a non-failure transition. Note that eventually there will
be one non-failure transition since all the transitions from g, are al-
ways non-failure transitions and by falling down the chain of failure
transitions, machine can reach state qo in the worst case. Only after
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Figure 1: Building an Aho-Corasick NFA for a set of strings.
Failure transitions to only non go states are shown for the pur-
pose of clarity. All the other states make a failure transition to

qo

the transition settles to a particular state, the next character from
the text can be considered.

The first fundamental problem Aho-Corasick algorithm suffers
from is a high memory access requirement. At least one memory
access is needed to read the state node on each input character. Fur-
thermore, the sequential failure transitions can cause more memory
accesses. In the worst case, the average number of memory ac-
cesses required per input character is two. Therefore, given the
high latency and slow speed of commodity memory chips, using
them to implement Aho-Corasick algorithm can severely degrade
the throughput of the system.

The second problem we observe in the regular Aho-Corasick al-
gorithm is that it can not be readily parallelized. Hence, we are
forced to consider only one character at a time from the text stream
no matter how much logic and memory resources are available. The
processing of one character per clock cycle of the system clock can
create a bottleneck for high speed networks.

A naive approach to improve the throughput by scanning multi-
ple characters at a time is to simply use multiple instances of the
automaton working in parallel each consuming a single character
at a time. While this is implementable, due to the memory require-
ment of each automaton, we would need separate external memory
chips for each of the automaton to achieve the desired speedup.
Multiple memory chips is not an attractive solution due to the high
cost, the larger number of pins to interface the chips and the result-
ing power consumption. Moreover, with such an implementation,
a single TCP flow always needs to be handled by only one of the
automata which can potentially lead to an imbalanced throughput
across flows.

We describe a hardware based implementation of our modified

version of Aho-Corasick algorithm which attacks the two problems
mentioned above. First we parallelize the Aho-Corasick algorithm
and then use on-chip Bloom filters to suppress the memory accesses
to off-chip memory.

4. A SCALABLE AND HIGH-SPEED AL-
GORITHM

4.1 Basic ldeas

We reorganize the Aho-Corasick automaton to consider & char-
acters at a time. While executing this NFA, given the current state
of the NFA, we directly jump to a state to which we would eventu-
ally go by considering one character at a time in the next & charac-
ters.

With respect to Figure 1 and assuming that we would like to
consider k = 4 characters at a time, if the machine is in the state
go and a string “tech” is given as an input then it jumps to state
g4 and continues its execution from this state by looking at next &
characters. If the next four characters are “nica” then it jumps to
gs. While in g4, if any other string (e.g. “nice”) is seen then we
simply make a failure transition to the failure state associated with
q4 Since we know that this results in a failure transition eventually.
Thus, we do not need to track the states sequentially all the way up
to ¢ by considering the characters ‘n’, ‘i’ and ‘c’ and finally make
a failure transition due to ‘e’. From the failure state of ¢4 we can
reconsider the same & characters again.

By comparing the next & characters with all the valid & character
segments associated with a given state we can find out if the ma-
chine eventually goes to a non-failure state or a failure state. For
instance, the valid 4-character strings associated with state gy are
“tech”, “tele”, “phon” and “elep” which lead the machine to states
q4, q13, 22, and go7 respectively. Likewise, “nica” is a valid 4-
character segment associated with g4 which leads the automaton to
gs.
Thus, in our new NFA we treat a group of k—characters as a
single symbol. The new NFA essentially jumps & characters ahead.
We call this variation of the algorithm Jump-ahead Aho-CorasicK
NFA (JACK-NFA). Tracking the states in this fashion, however,
eventually requires us to match fewer than & characters to detect the
string completely. For instance, after matching “tech” and “nica”
we go to ¢gs. From this state we need a match for either “I” or
“lly” to detect an entire valid string and these segments contain less
than four characters. We refer to these segments as tails associated
with strings. “I” and “Ily” are tails of “technical” and “technically”
respectively. The JACK-NFA for the example string set is shown in
Figure 2.

Briefly, our algorithm first matches the longest prefix of strings
having a length of multiple of k& characters using JACK-NFA. After
this prefix is found to be matching, we check to see if the tails
associated with that particular string match with any prefix of the
next k— character text. When a matching tail is found in the next
k characters, we say that a string matches completely. When we
scan k characters to look for a matching tail, we can start from the
longest prefix of these & characters and move towards a shortest
prefix. We can stop when we find a longest matching prefix. By
keeping the information regarding any shorter prefix that should
match with this longer prefix the algorithm can correctly match all
the patterns. For instance, when the machine is in state g5 and upon
inspecting next four characters if it finds a match for “Ily” then it
can stop right there and report a match for strings “technical” and
“technically”. It doesn’t need to match shorter prefix “I”. Likewise,
when the machine is in go and finds a match for the four characters
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Figure 2: (A) The original string set and modified string set.
The space between the & character boundary is is shown as a
demarcation (B) Jump-ahead Aho-Corasick (JACK) NFA. The
nodes with pattern indicate a state corresponding to a matching
substring. Failure transition to only non ¢o states are shown.
Failure transitions of rest of the states are to go (C) JACK-NFA
with tails associated with states.

“tele” then it can directly jump to state g2 and also report a match
for the string “tel”. It doesn’t

Thus, at any state, the machine looks at next k characters and
looks for a match for all of them (in which case it makes a transi-
tion to another state) or looks for a matching prefix of & characters
(for tail matching). Therefore, it is the same as looking for the
longest matching prefix of k—character substring where the pre-
fixes to be searched are specific to a state and they change when the
state changes.

To match the string correctly, our machine must capture it at the
correct k—character boundary. If a string were to appear in the
middle of the k character group, it will not be detected. For in-
stance, if we begin scanning text “xytechnical...” then the machine
will view the text as “xyte chni cal..” and since “xyte” is not the
beginning of any string and is not a valid 4-character segment asso-
ciated with state go, the automaton will never jump to a valid state
causing the machine to miss the detection. Thus, we must ensure
that the strings of interest appear at the correct byte boundary. To
do this, we deploy k& machines each of which scans the text with
one byte offset. In our example, if we deploy 4 machines then the
first machine scans the text as “xyte chni cal..” whereas the second
machine scans it as “ytec hnic al..” and the third machine scans it as

“tech nica I..” and finally the fourth machine scans it as “echn ical
..”. Since the string appears at the correct boundary for the third
machine, it will be detected by it. Therefore, by using & machines
in parallel we will never miss detection of a string.

These & machines need not be physical machines. They can be
four virtual machines emulated by a single physical machine. We
illustrate this concept with help of Figure 3. In this figure we use
k = 4 virtual machines each scans the text by a character offset
with respect to the neighbor machines.

Text [ abJc[d[e[f [g[h[i [p[ho]nTe] ----- \

statel | @ | o [ o | @ |

state2 [ o | o | o [ & |

state3 [ o [ w [ o [ «o |

stated [ o0 | o [ w [ o ]|
(A

next state

\

Physical
Machine

current symbol

----- (f[g[nTi [pThTofn] e [ [ J-----

statel
state2
state3
state4

current state

(state?)

Round-robin
state selector

(B)
state selector
tate2 ‘
state! i
L»Q:H e
Round-robin A
o
1
----- [Flofh[i [p[hTofnT e[ [ ] J----
©

Physical
machine 2

L

Figure 3: Illustration of Virtual Machines. (A) Each virtual
machine ¢+ maintains its state;. This state is updated every k
iterations. In each iteration we update k states corresponding
to k virtual machines. (B) Machines virtual since only the state
variable of each machine is independent. The component that
updates the state is the same for all the states. We call it physical
machine. (C) Multiple virtual machines can be implemented
using the same physical machine. The figure shows that ma-
chine 1 and 3 are implemented by one physical machine and
machine 2 and 4 by another. This gives a speedup of two

To implement these virtual machines, we maintain & indepen-
dent states, state; to statex and initialize each to go. When we
start scanning the text, we consider first & characters T°[1...k], and
compute a state transition of state; and assign the next state to the
statei. Then we move a character ahead and consider characters
T'[2...k+ 1] and update the stateo with these characters as the next
symbol. In this way, we keep moving a byte ahead and update the
state for each virtual machine. After having considered first & — 1
bytes, bytes T'[k...2k — 1] will be considered to update the last vir-
tual state machine and then we would complete a cycle of updates.
Now we consider characters T'[k + 1...2k], and update machine 1.
We repeat this round-robin updates of each virtual machine. This



ensures that each character is considered only once by a virtual ma-
chine and each machine will always look at &k characters at a time.
Clearly, one of the machines will always capture the strings at the
correct boundaries and detect them. Note how machine 2 makes a
transition from qo to g4 after receiving the symbol phon at the cor-
rect boundary. After reaching in g4 and considering the next four
characters, the machine outputs phone.

With virtual machines, we still consume only a character at a
time. We gain the speedup by using multiple physical machines to
implement the virtual machines. Note that the virtual machine op-
eration is independent from each other and can be implemented in
parallel. Moreover, the number of physical machines need not be
equal to number of virtual machines; they can be less than the num-
ber of virtual machines where each physical machines implements
multiple virtual machines. To shift the text stream by r characters
at a time, we use r physical machines to emulate & virtual ma-
chines where » < k. This can be illustrated with Figure 3(C). If we
consider £ = 4 virtual machines which keep state; to states and
would like a speed up of just two then two machines can be used.
In the first clock cycle, two machines update state: and states
and shift the stream by two characters. In the next clock cycle,
they update states and states and shift the stream again by two
characters. The same procedure repeats.

To reduce memory accesses in each cycle, we use on-chip
Bloom filters containing compressed transition tables of the ma-
chine. When we look up the transition table to get the next state
from the current state and current symbol, we first check the on-
chip Bloom filters to see if the state transition should be successful
or a failure. Only for successful transitions we need to look up the
input key in the off-chip table.

The exact details of the algorithm and data structures are ex-
plained in the next subsection.

4.2 Data structures and Algorithm

The challenge is to implement each “physical machine” shown in
Figure 3 such that it requires very few memory accesses to execute
a state transition. We begin by representing the JACK-NFA using a
hash table. Each table entry consists of a pair (state, substring)
which corresponds to a transition edge of this NFA. For instance
(qo, tel), {qo, phon) etc. are the transition edges in the NFA. This
pair is used as a key for hash table. Associated with this key
we keep the tuple { NextState, M atchingStrings, FailureChain}
where FailureChain is the set of states the machine will fall
through if it fails on NextState. For instance, the tuple associ-
ated with the key (qo, tele) is {qz, s3,qo} which means that the
machine goes from state go to g2 with substring tele and from ¢ it
can fail to go. When itisin g2, itimplies a match for string ss. Like-
wise, the tuple associated with (g2, phon) is {qs, NULL, g3, qo}
implying that there are no matching strings at ¢¢ and upon a failure
from ¢s, the machine goes to gs from where it can fail to ¢o. The
entire transition table for the example JACK-NFA is as shown in
Table 1. It should be noted that the final state of each FailureChain
is always qgo. Secondly, the keys in which the substring are tails
don’t lead to any actual transition and neither they have any failure
states associated.

This table can be kept in the off-chip commodity memory. We
now express our algorithm for just a single physical machine em-
ulating & virtual machines (Figure 3(B)) with the pseudo-code
shown in the Figure 4.

j denotes the virtual machine being updated and 7 denotes the
current position in the text. All the virtual machines are modified
in the round robin fashion ( expressed by the mod & counter of line
12). All the states corresponding to the virtual machines are ini-

(state, substring) Next | Matching | failure
State Strings chain
(qo, tech) a1 NULL qo
(qo, tele) q2 s3 qo
(qo, phon) qs NULL qo
(qo, elep) qa NULL qo
(q1,nica) as NULL qo
(g2, phon) g6 NULL g3, qo
(qa, hant) qr S6 qo
(q0, tel) NULL | s5 NULL
(g5, €) NULL | ss NULL
(s, > NULL 51 NULL
(45, 19) NULL | s2,5: | NULL
(ge, €) NULL S4, S5 NULL

Table 1: Transition table of JACK-NFA. This table can be im-
plemented in the off-chip memory as a hash table.

DetectStrings
je—1li<1
for (I = 1to k) state; — qo
while (text available)
x="T[.0i+k—1]
{state, strings} «— LPM(state;, x)
report strings
l—0
while (state = NULL)
{state, strings} «— LPM(state;. f[l++], z)
10. report strings
11. state; < state
12. t—i+1j5—(j+1 mod k)
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Figure 4: Algorithm for detecting strings.

tialized to go (line 2). To execute JACK-NFA, we consider next k
characters from the text (line 4) and search for the longest matching
prefix associated with the current state of the virtual machine being
updated, state; (line 5). Shortly we will see how exactly we per-
form LPM with very few memory accesses. For now, assume that
the LPM process returns a set of matching strings, the next state of
the machine and the failure chain associated with the next state. If
the next state is valid, we update the state of the current virtual ma-
chine (line 11). If the next state is NULL then we execute the same
procedure with each of the states in the failure chain (line 9-11)
starting from the first (line 8). We stop falling through the failure
chain once we find a successful transition from one of them. When
we perform LPM for failure states, we report the matching strings
at each failure node as we trickle down the failure chain (line 10).
Now, consider the LP M (g, x) process to find the longest match-
ing prefix of = which is associated with ¢. This could be easily per-
formed by probing the hash table with the keys (g, z[1...7]) starting
from the longest prefix, z[1...k]. We could continue probing until
we find a matching prefix. If none was found then we could return
NULL. However this naive process will require k£ memory accesses
in the worst case for as many hash probes. However, for applica-
tions such as NIDS, the true matches are rare and most of the time
the machine results in a failure transition. We can use Bloom fil-
ters to filter out unsuccessful searches in the off-chip table. We first
group all the keys containing the prefixes of the same length. For
instance, the keys (gs, 1), (g3, ¢), (gs, €) form one group. {(qo, lly)
forms another group and so on. Then we store all the keys of



a group in one Bloom filter which is implemented using a small
amount of on-chip memory. Since &k groups are possible with &
unique prefix lengths, we maintain as many parallel Bloom filters
each of which corresponds to a unique prefix length as shown in
Figure 5.

State Transition Hash Table

Next Sate
matching string
Failure Chal

—

Current State

f Current Symbol !
——————— I \ \ \

Direction of text steam

Figure 5: Implementation of a physical machine. For this figure
k = 4. The pair (state,prefiz) is looked up in the associated
Bloom filter before off-chip table accesses.

Before, we look up the pair (g, z[1...7]) in the off-chip table, we
probe the on-chip Bloom filter corresponding to length 4. In total
k parallel queries are performed to Bloom filters and the bit array
of their results, match vector, is obtained. Since we can engineer
a Bloom filter to give the result in a single clock cycle (see [8]),
we immediately know which of the & keys are a possible match by
looking at the bits in match vector. We, then walk through the
match vector from the longest to the shortest prefix and execute
the hash table lookup, which we refer to as HTL({g, z[1...i])), for a
prefix showing a match in the filter. These operations are described
through the pseudo-code given in the Figure 6.

LPM (g, z)
for (¢ = k downto 1)
match[i] < BFL;({(g, z[1...7]))
for (: = k downto 1)
if (match[i] = 1)
{{q',y[1...i]), next, strings} < HTL({q, z[1...i]))
it (q, y[L..]) = (q, 2[1.-1])
return {next, strings}
if (¢ = qo) next — qo
else next «— NULL
0. return {next, NULL}

HOOo~NoO~wdE

Figure 6: Algorithm for the Longest Prefix Matching.

The speed advantage comes from the fact that the operations of
line 1-2 can be executed in parallel and a result can be obtained in
a single clock cycle. Furthermore, match vector is usually empty
with the exception of rare false positives and true positives. There-
fore, we hardly need to access the hash table. Note that in the end
if no matching prefix is found and if the current state is go then we
return go as the next state since this is a failure but there are no
failure states for qo.

5. ANALYSIS

Now we analyze the performance of our algorithm in terms of
the number of memory accesses performed after processing ¢ char-
acters of the text. The number of k—character symbols seen by the
first machine is [¢/k]. Since the second machine scans it with a
byte offset, the number of symbols it sees is [(¢ — 1)/k]. Like-
wise, the number of symbols, y; seen by the i*” machine is

[%W fort > i
Yi = (1)
0 otherwise

Before we analyze the algorithm, we will derive an expression
for the number of memory accesses required to execute an LPM.
Recall that in the LPM algorithm, we start inspecting the match
vector from the longest to the shortest prefix and execute a hash
table search for any bit that is set. If the bit was set due to false
positive of Bloom filter we waste a memory access and proceed to
search the next matching prefix. If the bit is set due to a true match
then we stop after the hash table search. Let 7; denote the cumula-
tive number of memory accesses spent in hash table accesses from
bit 4 down to bit 1. Let p; denote the probability that the input to
filter < was a true string (also known as true positive probability or
successful search probability). Finally, let f; denote the false pos-
itive probability of Bloom 4. With these notations, we can express
T; as follows

T; =pi+ 1 —pi)(fi +Tiz1) (2

with boundary condition 7, = 0. This equation says that with
probability p; we make one memory access for successful hash ta-
ble search and with probability (1 — p;) we make an unsuccessful
hash table search if filter shows a false positive with probability f;
and also proceed to the next bit. The total time spent in LPM is T.
This recursive relation will be used in further analysis.

A special case of this equation in which p;, = 0 will be used
later. In this case, we know that the filter £ did not have a true
input. This is the case in which a machine fails from a given state
and starts evaluating failure states. We will denote the cumulative
number of memory accesses for this particular case as 7T}, which is

Ty = fr +Th—1 @

where Ty, —1 is given by the recursive relation of Equation 2.
We will now prove the following theorem

Theorem: T; < 1+ 2212 fifori>2andT) <1

proof: The proof is by induction on 1.

Fori =1,

Ty =p1+ (1 —p1)(f1 + To)
=fi+pi(1-f1)
<1

Fori =2,

Ty =p2 + (1 —p2)(f2 +T1)
<p2+ (1 —p2)(f2+1)
<1+ f2

Fori =3,

T3 =p3+ (1 —p3)(fz +12)
<ps+(1—-p3)(fs +1+ f2)
<1+ f3+ f2



Now we will assume that the result holds for j, i.e.

J
Ty <1+ f
=2
Hence,

Tjy1 =pj+1+ (1 —pj+1)(fi+1 +1j)
j
<pjy1+ A —pir)(fir+ @+ > f)
=2
41

<(A+>f)
=2
Hence the proof. e

As a result of this theorem, the following holds
k
T, <14+ > fi @)
=2

We will analyze the performance for three different cases:

e Worst case text: the text that triggers the most pathological
memory accesses pattern

e Random text: the text composed of uniformly randomly cho-
sen characters

e Synthetic text: Text is random but with some concentration
of the strings of interest

5.1 Worst Case Text

To evaluate the worst case behavior, let’s assume that the JACK-
NFA has gone down to a state at depth d after which it falls through
the failure chain by consuming the next symbol (The depth of state
qo is 0). Thus, at this state, when it consumes a symbol, it needs
Ty, memory accesses for LPM. Further, the worst case length of a
failure chain associated with a state having a depth d is d, including
the state qo. We execute a LPM on each of these states, requiring
T}.d memory accesses. Thus, after a failure from depth d state, in
the worst case we require T, d+ T}, = T}, (d+ 1) memory accesses.

To reach to a state with depth d, the machine must have con-
sumed at least d symbols. Moreover, for each of these symbols it
executes a LPM which stops at the first memory access itself return-
ing a match for a k—character symbol (and not less than k) since
only a successful £—character symbol match pushes the machine
to the next state. This implies that to reach a depth d state, exactly
d memory accesses are executed after consuming d symbols. Fi-
nally, d + 1** symbol causes failure and subsequently Ti(d+ 1)
memory accesses as explained above. Hence, the worst case mem-
ory accesses for machine 4 after consuming y; characters can be
expressed as

’wi:yi(T];+1)71

The total number of worst case memory accesses by all the k&
machines after processing ¢ character text can be expressed as

)
o

K
wi =Y (yi(1+T;) - 1)
1 i=1

(42

(3

I

(3

If ¢ >> i i.e. the number of characters consumed is more than
the number of machines thenwe have t — (: — 1) =~ ¢. If t >> k
i.e. the number of characters consumed is greater than the symbol
size then [t/k] =~ t/k. Therefore,

k
t
W*Z(;(HT@—I) =t(1+T)) —k
=1

Using Equation 4, we have

k

k
W<t2+ > fi)—k<t@+Y fi)

=2 =2

and the worst case memory accesses per character, M,,,

k
Mw=2+Zfi (5)

=2

By keeping the false positive probabilities f; moderately low,
we can reduce the factor >°%_, f;. It should be recalled that the
worst case memory accesses for the original Aho-Corasick is 2t.
Thus, our technique doesn’t provide any gain over the original Aho-
Corasick in the worst case scenario. However, as we will see in
the next two subsections, the average case text, which is what is
expected to be seen in a typical network traffic, can be processed
very fast.

5.2 Random Text

We would like to know how our algorithm performs when the
text being scanned is composed of random characters. It should be
recalled that our state machine makes a memory access whenever a
filter shows a match either due to a false positive or a true positive.
Hence the performance depends on how frequently the true posi-
tives are seen. Let b/ denote the number of I character branches
sprouting from state ¢g. With respect to Figure 2, b3° = 4, b2° = 1.
While the machine is in state ¢, the probability of spotting one of
its [ character branches in next k-character symbol from the text is
p? = b?/256". Since, the average case evaluation of the algorithm
depends on the true positive probability, we must make some as-
sumptions regarding the value of branching factor for states. We as-
sume that béq << 256!, Thisis clearly justifiable for values of { > 3
where 256° = 160 and the practical values of b} are less than a
few thousand. For instance, when we constructed the JACK-NFA
with Snort string set we found that 57 = 1253 which was also the
maximum. The rest of the states had b < 4. Hence, for Bloom fil-
ters corresponding to length I > 3 the probability of a true positive,
b;’/256‘ can be considered negligibly small for practical purposes.
Further, we also assume that we have very few 2—character strings
in our set and there are no single character strings. With these as-
sumptions p° ~ 0 and b3 = 0. Since for all 4, p° =~ 0, the
JACK-NFA never leaves state o (in other words, it leaves state
qo Very rarely, like once every million characters scanned causing
negligibly small number of memory accesses). Therefore, all the
memory accesses performed while scanning random text are due to
the false positives shown by Bloom filters. Formally, by substitut-
ing p; = 0in Equation 2, we obtain the average number of memory
accesses each machine performs while scanning a single symbol as
Ti = 20, f: Since there are k characters in one symbol, the av-
erage memory accesses per machine per character is 7% /k. Since
there are & machines, the average memory access per character,
M, =Ty



k
My = Zfl (6)
i=1

By keeping the false positive probability of each Bloom fil-
ter moderately low, the overall memory accesses can be reduced
greatly. Therefore, the random text can be scanned quickly with
hardly any memory accesses. We will shortly consider Bloom filter
design for low false positives and evaluate it with Snort strings.

5.3 Synthetic Text

In subsection 5.1 we considered the most pathological text which
causes two memory accesses per character and in subsection 5.2,
we assumed that the text was composed of random characters.
However, these two cases are two extremes of what is seen in real-
ity. Typically, the strings to be searched occur with some finite fre-
guency. In Snort, the strings are searched in the packet payload only
when the packet header matches a certain “header rule”. Hence, al-
though certain strings are commonly seen in the data stream, it is
of interest or is said to occur truely only when it appears within a
particular context. To quantify the frequency of appearance of the
strings in mostly random text, we define a new parameter called
concentration which we denote by ¢, as the ratio of the number of
string characters in the text to the total number of text characters.
For instance, if we spot a 10 character long string of our set in the
1000 character text then the concentration is ¢ = 10/1000 = 0.01.
We use this value of concentration to model our text input for fur-
ther analysis. This value may seem rather arbitrary, however, our
experiments with Snort indicate that typically concentration is quite
smaller than what we have assumed: approximately 1/20000. To
be conservative, we assume that when the string appears in the text
(with concentration c), it triggers the most pathological memory ac-
cesses pattern of two memory accesses per character (M,,). Other-
wise, for random characters (with concentration 1— c), the memory
accesses are given by M,. We can represent the average number of
memory accesses, M, for a synthetic text as approximately

Ms = Myc+ Ma(1 —c)

k k
=2+> fie+(1-0> fi (7)
=2 i=1

On the one hand, the assumption of two memory accesses per
string character tends to over estimate the value of M, on the other
hand practical Bloom filters with a given configuration of memory
and hash function show a higher false positive rate which causes
M to be under estimated. In order to get a sense of actual value of
M we simulate our algorithm over Snort strings and synthetic text
with a given concentration of strings.

6. EVALUATION WITH SNORT

We used the Snort version 2.0 for our experiments which has
2280 content filtering rules. The total number of strings associated
with all these rules is 2259. The string length distribution is as
shown in Figure 7.

We simulated our algorithm with k& = 16. Remember that the
larger the k, smaller is the total number of segments and tails. Ide-
ally we would like the & to be the largest string length. However,
since calculation of hash over such a long string is not practical and
it would require several Bloom filters to be operating in parallel, we
resort to the Aho-Corasick, which is indeed the motivation behind
our work. The experiments results in [8] indicate that £ = 16 is
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Figure 7: String length distribution. Maximum string length is
122 bytes.

a feasible value. Secondly, around 70% strings are within 16 char-
acters and hence don’t need to be broken up (these end up as the
tails associated with the state qo) if & = 16. With a JACK-NFA
constructed from Snort strings, the resulting number of items, n;,
in t" Bloom filter within an engine of & Bloom filters is as shown
in the Table 2.

It is noteworthy that the number of items in k** Bloom filter
is larger than the items in each of the other filters. This is ex-
pected since all the strings are first broken up in the segments of
k characters and thus creating maximum number of items of this
length whereas segments of any shorter lengths are just left over
tails. The amount of memory to be allocated to each filter depends
on the number of hash functions, A, used per Bloom filter. We used
two values of hash functions h = 8, 16. For a Bloom filter ¢ with
number of hash functions h and number of strings n;, the optimal
amount of memory m; to be allocated is given by the formula [9]:

m; = 1.44hn; C)]

We round this number to the next power of 2 since usually the
embedded memories are available in the power of 2 sizes. The
memory allocated to all the Bloom filters for each configuration
of hash functions is also shown in the Table 2. The false positive
probability of the Bloom filter constructed in this way is given by
the formula [9]:

fi= (1= emmerma)” ©)

These theoretical false positive probabilities are shown in the
table. We created a synthetic text with a string concentration of
¢ = 0.01. To achieve this, we scanned all the strings with which
we created the JACK-NFA one by one with random characters in-
terspersed in between two strings. The total number of random
characters inserted were 1000 times the total characters in the string
set. The total number of memory accesses and accesses per char-
acter were noted. The observed false positive probability of each
Bloom filter was also obtained. The values are as shown in the Ta-
ble 2. The table clearly indicates that the observed false positive
rate of each Bloom filter is very close to the one predicted theoret-
ically.

In scanning a large text with ¢ characters, we spend ¢t M7 time
in external memory accesses where 7 is the average time for one
memory access. Moreover, with r physical engines, we spent ¢ /r
clock ticks of the system clock in just shifting the text. If F' is the



hash functions h = 8 hash functions h = 16
observed | theoretical observed | theoretical
1 70 | 1024 0.000000 | 0.000991 | 2048 0.005719 | 0.000001
2 76 | 1024 0.000972 | 0.001614 | 2048 0.000000 | 0.000003
3 146 | 2048 0.001092 | 0.001273 | 4096 0.000000 | 0.000002
4 228 | 4096 0.000290 | 0.000278 | 8192 0.000000 | 0.000000
5 173 | 2048 0.003331 | 0.003389 | 4096 0.000010 | 0.000011
6 138 | 2048 0.001240 | 0.000909 | 4096 0.000000 | 0.000001
7 127 | 2048 0.000490 | 0.000547 | 4096 0.000000 | 0.000000
8 172 | 2048 0.002490 | 0.003281 | 4096 0.000010 | 0.000011
9 131 | 2048 0.000620 | 0.000662 | 4096 0.000000 | 0.000000
10 || 156 | 2048 0.001720 | 0.001879 | 4096 0.000120 | 0.000004
11 || 159 | 2048 0.002700 | 0.002098 | 4096 0.000000 | 0.000004
12 || 172 | 2048 0.003859 | 0.003281 | 4096 0.000010 | 0.000011
13 || 155 | 2048 0.001600 | 0.001810 | 4096 0.000000 | 0.000003
14 || 123 | 2048 0.000490 | 0.000448 | 4096 0.000020 | 0.000000
15 || 94 | 2048 0.000070 | 0.000080 | 4096 0.000000 | 0.000000
16 || 968 | 16384 0.000180 | 0.000405 | 32768 0.000000 | 0.000000

Table 2: Results of Bloom filter construction.

system clock frequency then the total average time spent in scan-
ning ¢ character text is t M7+t /r F giving us an average through-
put of

8t 8
R= - 1
tMsT + -5 MsT + %

bps (10)

In order to store the off-chip table we will assume the use of a
250MHz , 64bit wide, QDRII-SRAM which are available commer-
cially. We also assume F' = 250M H z, since latest FPGAs such as
Virtex-4 from Xilinx can operate at this frequency which can also
operate in synchronization with the off-chip memory. In order to
calculate = we must know the size of the off-chip table entry. We
assume 4 bytes for state representation. Also, Instead of keeping
the list of all the matching string 1Ds, we will keep a pointer to
such list which can be implemented in a different memory or the
same memory. A pointer will make the table entry more compact.
Secondly, with k& = 16 character symbols, the resulting JACK-
NFA exhibits a failure chain length of just one, i.e. failure to state
qo for more than 97% of the states. Hence we will keep space for
only one failure state or alternatively a pointer to a chain of states if
there are more than one states in the failure chain. Therefore, each
table entry can be represented in a 32 byte data structure (4+16
bytes for (state, symbol) + 4 bytes for NextState + 4 bytes for
Matching Strings Ptr + 4 bytes for FailureChain/Ptr). In a carefully
constructed hash table, we require approximately one memory ac-
cesses to read one table entry, i.e. two clock cycles of dual data rate
250 MHz 64 bit wide data bus. Hence, 7 = 8ns.

We use the values of the theoretical false positive probabilities of
all the Bloom filters from Table 2 to compute the theoretical pes-
simistic average memory accesses per character using Equation 7.
Substituting it in Equation 10 we obtain the theoretical throughput
value. At the same time we observe the average memory accesses
per character during the simulation and use it to compute the ob-
served throughput. These results are shown in the Table 3.

We see from the table that the observed throughput has always
been better than the theoretically predicted due to some pessimistic
assumptions involved in deriving the theoretical throughput. The
results also indicate that we can construct an architecture to scan
data at the rates as high as 10 Gbps with just 376 Kbits of on-chip

memory. Moreover, we also observe that increasing the number
of hash functions gives diminishing returns since with the same
amount of memory, an architecture with 8 hash functions per filter
can do a better job than the architecture with 16 hash functions per
filter. Thus, in this particular case, it is feasible to build several
less perfect engines (i.e. with high false positive rate) than to build
fewer but near perfect engines (i.e. with very low false positive
rate).

7. CONCLUSIONS

We have presented a hardware accelerated version of the Aho-
Corasick multi-pattern matching algorithm for network content fil-
tering and intrusion detection applications. We modify the original
algorithm to scan multiple characters at a time. We then suppress
the unnecessary memory accesses using Bloom filters, to speed up
the pattern matching. The logic resources required to implement
our algorithm in hardware are independent of the number of pat-
terns or pattern lengths since it primarily makes use of embedded
on-chip memory blocks in VLSI hardware. Due to its reliance on
only embedded memory, we argue that it is more scalable in terms
of speed and the size of the pattern set, when compared to other
hardware approached based on FPGA and TCAM. It is also scal-
able in terms of pattern length, unlike the earlier Bloom filter based
approaches which worked well for only short patterns. With less
than 50 KBytes of on-chip memory, our algorithm can scan more
than 2000 Snort patterns at more than 10 Gbps data rate.
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