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Abstract at the application level and places constraints on the scala-
bility and dynamics of the network.

This paper presents a reconfigurable architecture for  Asthe Internet continues to expand, researchers are start-
high-speed content-based routing. Our architecture goesing to look at content-based routing as a mechanism to im-
beyond simple pattern matching by implementing a parsing prove upon and/or add new services for managing the dis-
engine that defines the semantics of patterns that are parsedribution of data. Content-based routing improves upon the
within the data stream. Defining the semantics of patterns existing Internet model by giving users the freedom to de-
allows for more accurate processing and routing of pack- scribe routing schemes in the application layer of the net-
ets using any fields that appear within the payload of the work packets. Content-based routers then inspect and in-
packet. The architecture consists of several components, interpret packet payloads and route packets according to the
cluding a pattern matcher, a parsing structure, and a rout- content of the packet.
ing module. Both the pattern matcher and parsing structure  Qne example of this type of interaction can be seen in
are automatically generated using an application-specific pyblish/subscribe networks [1, 2]. Users can subscribe to
compiler that is described in this paper. The compiler ac- jnformation that is interesting to them by sending high level
cepts a grammar specification as input and outputs a data descriptions to routers using the application layer (layer 7)
parser in VHDL. The routing module receives control sig- of the packet. Content-based routers then interpret the sub-
nals from both the pattern matcher and the parsing struc- scription packet content and route all messages with match-
ture that aid in the rOUting of paCketS. We illustrate how |ng contents to the subscriber. Some examp|es for pub_
a content-based router can be implemented with our tech-jish/subscribe networks include the routing of stock quotes,
nique using an XML parser as an example. The XML parser distribution of weather reports, and streaming video broad-
presented was designed, implemented, and tested in a Xilinkasts. Content-based routing can also be used for applica-
Virtex XCV2000E FPGA on the FPX platform. Itis capa- tions such as load balancing in web server clusters [3], or
ble of processing 32-bits of data per clock cycle and runs at routing of online transactions to the appropriate shipping
100 MHz. This allows the system to process and route XMLarehouse. It is this class of content-based routing applica-
messages at 3.2 Gbps. tions that is the focus of this paper.

To route packets based on values that appear in the pay-

load, efficient methods for packet payload processing are

1 Introduction needed. Carzaniga, Rutherford, and Wolf presented a soft-
ware based routing algorithm in [4]. However, due to the

processing power required by deep content inspection, soft-

Typical routers use layers 1 through 4 to route net- . L
ware approaches are unlikely to maintain the throughput
work packets. On the Internet, IP addresses are commonly N : . -
; of multi-gigabit networks. This can potentially limit the
used to route packets. However, such routing schemes re- .
. . N adoption of content-based networks. As such we propose a
quire packet senders to obtain the destination address before ) . . :
. . S reconfigurable hardware architecture capable of intelligent
sending the packets. Such interaction introduces overhead . .
content inspection.
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ing by implementing a complete parser. Given a grammar Data Data
specification, our parser architecture is capable of underPackets [ | Content-Based | K] Packets
standing the semantics of and routing any message format. Router
Our architecture has been fully implemented on the Field-
Programmable Port Extender (FPX) platform which allows
for rapid deployment and testing in gigabit-rate networks.
The remainder of this paper is divided into the follow- : Frame Processor
ing sections. Section 2 gives a brief description of the
implementation platform and supporting work. Section 3
describes our approach and architecture for content-based
routing. Performance and area numbers are presented in
section 4. Section 5 presents concluding statements.

IP Processor

Cell Processor

Figure 1. Router in protocol wrappers

3 Content-based Router Architecture

2 Background
Our architecture for content-based routing can route

The hardware platform and modules used to implementPackets with many different formats. Instead of routing
parts of our content-based router have been described irPackets based on strings that appear within the packet, our

of that work, including the FPX platform and a set protocol Packet by fully parsing the entire payload. Packet formats
wrappers. to be routed are specified using grammars. In this paper

we illustrate how our architecture is configured and used to
route XML packets. Since its introduction, XML has be-

come the format of choice for exchanging information over
networks. Additionally, we choose XML because there are

The FPX is a general purpose, reprogrammable platformp,, o, orammars already available for XML messages in the
that performs data processing in FPGA hardware [5]. As form of document type definitions (DTD).

data packets pass through the device, they can be processed
in the hardware by user-defined, reprogrammable modules.

2.1 Field-Programmable Port Extender

Hardware-accelerated data processing enables the FPX 10 <isreMent coucekey (soopmmars o/ ooio7r PRone?)>
process data at multi-gigabit per second rates, even When| Jiioven rovee  urooamn s | (1asts EiEsth)>
performing deep processing of packet payloads. P f$§§g§$§§§

Version 2 of the FPX contains two FPGAs. A Xilinx <!ELEMENT phone (#PCDATA) >
Virtex XCV600E FPGA routes packets into and out of the
FPX. It also controls the routing of packets to and from Figure 2. DTD for example implementation

the application FPGA. The application FPGA, which exe-
cutes the user-defined hardware modules, is a Xilinx Vir-
tex XCV2000E. The FPX also contains two banks of 36-bit STRING [asAZ0-91%
wide Zero-Bus-Turnaround Static RAM (ZBT SRAM) and | ss
two banks of 64-bit PC-100 Synchronous Dynamic RAM | Sari, . o e e rentanennn s | </ car "

route: routefirst | routelast
(SDRAM) routefirst: "first"
routelast: "last"
name: "<name>" nameN "</name>"
2.2 Protocol Wrappers nameN: nameFL | nameLF
nameFL: firstFL lastFL
nameLF: lastLF firstLF
i i i firstFL: "<first>" STRING "</first>"
To provide a higher level of abstraction for packet |1iastri: "<last>" STRING "<;1ast>"
. . . lastLF: "<last>" STRING "</last>"
processing, a library of layered protocol Wrappers Was im- | sizstir:  "<fizsts" STRING »</firats"
H title: "<title>" STRING "</title>" | €
plemented for the FPX [6]. They use a layered design and | ;.. ¢ n<phones" STRING "</phones" | &

consist of different processing circuits within each layer. At [**

the lowest level, a cell processor processes raw cells be-

tween network interfaces. At the higher levels, a frame Figure 3. Lex/Yacc style grammar
processor reassembles and processes variable length frames

while an IP processor processes IP packets. Figure 1 shows Figure 2 shows an example DTD which represents a
the configuration of our content-based router in the protocol simple business card. It contains fields for a first name,
wrappers. a last name, a title, and a phone number. Additionally,




the DTD contains a routekey field which indicates which One copy for cach alignment

field the router should use for routing. We will use this 256-bit decoded registers
DTD throughout the remainder of the paper to illustrate our 4, A
content-based router architecture. = man | o

Prior to generating the hardware to parse the DTD in fig- dii;;
ure 2, we first convert the DTD into a Lex/Yacc style gram-
mar. The Lex/Yacc style grammar is shown in figure 3. This
grammar is then passed into a custom compiler which au- ||| }F-----———-————— - ____ Aleomenty
tomatically generates the VHDL required for the dynamic —
components of the architecture. The dynamic components s T T T
include a pattern matcher and a parsing structure. These | [ Alignmentl
components have a static interface which allows them to in- [;gitem Matcher —

tegrate easily with the static components of the architecture.
The layout of the main components of our architecture, in-
cluding the pattern matcher, the parsing structure, and the Figure 5. Diagram of pattern matcher pipeline
routing module, is shown in figure 4. The remainder of this

section will describe each of these components in more de-

tail. , o , , L
are passed into the pipeline registers as illustrated in figure
Patterns Grammar 5. The pipeline can detect patterns that are less than or equal
to the length of the pipeline. Additionally, the pipeline only
needs to be as long as the longest pattern in the grammar
The actual pattern matching is executed by a series of
@ @ string detectors. A string detector is generated for each
of the patterns in the input grammar. For our example
packers | patter Parsing Routing | packats grammar in figure 3 there are 17 unique patterard> ,
ED Matcher _'T@]k@‘_' Structure Module [ > </card> , <routekey> , </routkey> , first , last , <name>,
FIFO </name>, <first> , </ffirst> , <last> , </last> , <title> ,
T </titte> , <phone>, </phone> , andSTRING. Each of these
patterns can be detected by ANDing together the appropri-
Figure 4. Content-based router architecture ate bits from the decoded character pipeline. Since we are

using a scaled pipeline, we need to check for the presence

of a pattern at each possible starting alignment. A pattern is

detected if it is found at any one of the four possible start-

ing alignments. Figure 6 illustrates the logic required to

match the pattercard> . The notation shown in figure 6
Data packets enter our content-based router via the lay-s Register[Alignment][Character]For examplem1[0][c]

ered protocol wrappers. The first stage in processing eachepresents the ‘c’ character bit of registet in alignment

packet for routing is pattern matching. Our modular design, 0. A single bit line is output from the pattern matcher to the

allows a variety of techniques to be used for pattern match-parser structure for each of the string detectors.

ing. For this implementation, we use a modified decoded

character pipeline [7, 8] which has been scaled to accept a

four character wide (32-bit) input. Scaling is achieved by

replicating the pipeline until there is one pipeline for each

character in the input width. A detailed block diagram of

the decoded character pipeline is shown in figure 5. \ i
The scaled pipeline receives four characters (32-bits) per

clock cycle from the layered protocol wrappers. Characters %

1,2, 3, and 4 are passed into pipeline alignments 3, 2, 1, and

0 respectively. Before entering the pipeline registers, char- [~~~ """~~~ """""T"TTTmTTmmmT T T T Jpen))

acters are passed into an 8-to-256-bit decoder. The 256-bit : : :

output represents a single bit line for each of the 256 pos-  [StringDetectors ~ "~ """ 777777777777 T Gy

sible ASCII characters. This decreases the routing resource

required for string detectors. The decoded character lines Figure 6. Diagram of a string detector

3.1 Pattern Matcher

pattern(0)
e

"<card>"




3.2 Parsing Structure

gate represents a transition in the state of the grammar and is
routed to the input of other pattern registers. Transitions are

The parsing structure gives the content-based routerdetermined from the production list of the grammar using
a higher level of understanding than just simple pattern the well knownFIRSTandFOLLOW set algorithms (figure
matching. It defines the semantics of patterns as they are’) [9]. TheFIRSTalgorithm is used to determine the start-
detected by the pattern matcher. The hardware logic for theing point of the grammar. ThEOLLOW set algorithm tra-
parsing structure is determined from the input grammar (or verses through the production list to find sets of patterns that
grammars). The production list of a grammar defines all of can follow any other patten in the grammar. The resulting
the possible transitions for a grammar. While processing sets are then used to map the output of pattern primitives to
data, the parser maintains the state of the grammar allowinghe input of each of the pattern primitives listed infSL-
it to determine which patterns can occur next.

For each terminal symbol Z
FIRST([Z] < {Z)}

repeat

if ¥,

i+l

i+l J

For each production X =Y, ... Y,
if ¥, ... Y, are all nullable (or if k=0)
then nullable[ X | < true
For each i from 1 to k, each jfrom i+l fo k
if ¥, ... Y,_, areall nullable (or if i=1)
then FIRST[X ] < FIRST[X ] FIRST(Y,]
... Y, are all nullable (orif i=k)
then FOLLOW[Y,] < FOLLOWI[Y,]u FOLLOW[X]
if Y, ... Y _, areall nullable (or if i+1=j)
then FOLLOWL[Y,] <~ FOLLOW[Y,]u FOLLOWIY,]
until FIRST, FOLLOW and nullable no longer change

LOW set. When there is more than one connection to the
input of a pattern primitive, an OR gate is used to combine
the signals into a single bit input. Figure 8 shows &l -
LOW sets for each of the patterns in our example grammar
in 3. The resulting parsing structure for our example imple-
mentation is illustrated in figure 9.

Figure 7. FIRSTand FOLLOW set algorithms

Terminal Symbols FOLLOW Set
<card> <r out ekey>
<rout ekey> first, |ast

first, last

</ rout ekey>

</ r out ekey>
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start
of packet
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<routekey>— STRING,—

.
irst— ast— Sirst>— Nastr—

STRING;—
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DPo]
N <last>;
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Parsing Structure

<nanme>

<first>, <last>

<first>, <last>, <first>,
<last>, <title> <phone>

STRI NG

</first>, </last>, </first>,

STRING </last>, </title> </phone>
</first> <l ast >,
</last>, <first>,

</last>, </first>,

</ name>

</ name>

<title> <phone> </card>

</title>

<phone>, </card>

</ phone>

</ card>

Figure 8. FOLLOW sets for example

Figure 9. Diagram of parsing structure

The generated parsing structure processes packets one
pattern at atime. At the start of a packet, the starting register
(register PO in figure 9) is set. As packets are processed, the
parsing structure receives a signal from the pattern matcher
for each pattern that is found. These signals allow the pars-
ing structure to traverse through the grammar and maintain
the semantics of the data stream. During processing, all
signals from the pattern matcher are sent downstream to
the routing module accompanied by the state of the parsing

In our parsing structure, each pattern is represented usstructure. The state of the parsing structure indicates where
ing a simple primitive that consists of a single register and a in the grammar each pattern is found. Knowing where in
single AND gate. The inputs to each of the AND gates are the grammar a pattern is found allows the routing module
the outputs of the pattern matcher. The output of each AND to make more intelligent decisions.



3.2.1 Validating XML Input in the XML message. These values stay enabled for the
duration of the packet.

ThefirstSTRING ~ value is enabled by the parsing struc-
ture when either register7 or registerp16 are set and a
STRING pattern is detected by the pattern matcher. Simi-
el?:\rly, thelastSTRING value is enabled when either register

P10 or P13 are set and &TRING pattern is detected. The
firstSTRING ~ andlastSTRING values are only valid for a
. single clock cycle. During this clock cycle, the first char-
3.3 Routing Module acter of thesTRING pattern (theoute character ) is for-
warded to the routing module and stored. This value is then

The routing module (figure 10) is responsible for mod- ysed to address a routing table which determines the next
ifying the IP header of each packet to route the packet to destination of the packet being processed.
the appropriate destination. As packets enter the content- Opce a packet has been fully processed, the output con-
based router they are buffered in the routing module until ¢r|ler reads the packet from the packet buffer for output. If
the packet has been completely processed. Prior to routinghe packet contains a valid XML message (and optionally,

any packet, the routing module verifies that the packet is thejp address and port ranges), then the IP header is rewritten
correct format. Most importantly, this entails validating the ith the new destination address as it is output.

XML message. XML messages that do not strictly adhere
to the grammar provided will not be rerouted by the mod- 4
ule. Optionally, the module can also check for specific IP
address and port ranges prior to routing.

To avoid routing invalid or malformed XML messages, our
content-based router validates all XML messages prior to
routing them. As shown in figure 9, atML valid signal

is asserted when the parsing structure successfully travers
through the entire grammar. TheiL valid signal is for-
warded to the routing module.

Implementation

The content-based router described in this paper
data e was fully implemented and tested on the Xilinx Virtex
packets output packes XCV2000E FPGA on the FPX platform. The FPX was in-

—_—1

2 L controller tegrated into a Global Velocity GVS-1000 chassis. A pho-
e tograph of an FPX and the GVS-1000 chassis is shown in

1P valid 1
bl zglgd@w figure 11.
XML valid packet
h T
> . \>¢

SRAM Memory =y
RAD (FPGA) ————py
NLD(FPGA)—\y—Av‘ o

SDRAM Memory _.?ﬁ?\\?? “ D]
(backside) S § 4

dest. IP Network |merrace—ﬁa>

route data Wl =
FPX GVsS-1000

routefirst —
firstSTRING —

routelast —
lastSTRING —

route character —

Routing Module Route Table

Figure 11. FPX and GVS-1000 chassis
Figure 10. Diagram of routing module
The GVS-1000 has two bidirectional gigabit interfaces
For our example implementation, we want to route pack- for passing traffic into the FPX. To test our content-based
ets based on the first character of either the first name or theouter architecture, each of the gigabit interfaces on the
last name specified in the XML message. Tbaekey GVS-1000 were connected to a different host machines.
value specifies which name to use for routing. A series of One machine was used to generate and send XML mes-
control signals received from the pattern matcher and thesages into the content-based router. The second machine
parsing module allow the routing module to route packets was used as a receiver for routed messages. Since only two
accordingly. These control signals are described below andmachines were used for our experiments, we routed XML
can be seen in figure 10. messages to different ports on the receiving machine based
The valueroutefirst is enabled by the parsing structure on the message content. Both Ethereal and a small counter
when registep2 is set and the patteriist is detected by  application were used to verify XML messages arrived at
the pattern matcher. This value indicates that the packetthe correct destination port on the receiving machine.
should be routed according to the first name in the XML XML data messages were generated on the sending ma-
message. Similarly, the valueutelast  is enabled when  chine via the small test application shown in figure 12. The
registerPsis set and the pattersst is detected. Itindicates test application creates XML messages using the values
that the packet should be routed according to the last namespecified in the text fields and sends them as UDP packets



into the content-based router. Additionally, the test applica- routing architecture means we can fit much larger and/or
tion can randomly generate and send a specified number ofmany more grammars on the FPGA.

XML messages into the content-based router. An example

XML message is shown in figure 13.

Business Card XML Message Sender

{* First Name: |John

{~ Last Name: |Doe

Title: |Cilizen
Phone #: |555—5555555
Send
Generate Traffic

# Packets | 1000000 Start

Figure 12. Test application interface

<card>
<routekey>first</routekey>
<name>
<first>John</first>
<last>Doe</last>
</name>
<title>Citizen</title>
<phone>555-555-5555</phone>
</card>

Figure 13. XML packet contents

4.1 Area and Performance

For this application our maximum clock frequency is
limited to 100 MHz by the layered protocol wrappers. At
this speed our content-based router can achieve a maximu
throughput of 3.2 Gbps. Without the protocol wrappers,
the core of the content-based router architecture can achiev
frequencies over 200 MHz. At this speed the content-base

router can route XML data messages at over 6.4 Ghps.

5 Conclusion

In this paper we presented a content-based router appli-
cation that has been implemented with Field Programmable
Gate Arrays. The content-based router consists of a pat-
tern matcher, a parsing structure and a routing module. The
pattern matcher and the parsing structure are automatically
generated by a custom compiler that accepts grammars as
input. The routing module receives control signals from
the pattern matcher and the parsing structure that aid in the
routing of the packet. The router is wrapped in a set of lay-
ered protocol wrappers that handle all the required protocol
processing. The content-based router was implemented and
tested in the Xilinx Virtex XCV2000E FPGA on the FPX
platform. The architecture was placed and routed at 100
MHz and can process XML messages at 3.2 Gbps. With-
out the layered protocol wrappers, the content-based router
architecture is capable of running at over 200 MHz and
processing XML messages at over 6.4 Gbps.
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