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NetFPGA Enables

« Emulation of Networking systems
— Results obtained at Gigabit Speeds

 Experiments with multiple systems
— Measurements performed with live traffic

> Analysis — Simulation — Emulation —Experiments
’—) (models) (code)

(results)

>
(measurements) (deployment)

Diagram by: Larry Peterson (Princeton University)
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Motivation to Teach Network Hardware

* Research and Education
— Students Today
* Build network systems mostly with software
— Students Tomorrow
e Can quickly learn to also build system components in hardware

* Interesting Topics for Networking Hardware
— Switching and Routing
» Gigabit-rate networking
— Network Security
« Intrusion Detection and Prevention Systems (IDS, IPS)
— New Protocols
» Wire-speed Content Routing and Clean-slate designs
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Clusters of PCs and Workstations accessing servers
and running Peer-to-Peer applications
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NetFPGA Platform

e Function :
— 4 Gigabit Ethernet ports
/
e Fully programmable
— — FPGA hardware

e Low cost
— Widely deployable platform

Open-source FPGA hardware
— Routing hardware base in Verilog

Embedded Software
— Host PC, Embedded PowerPC, and/or softcore LEON or Microblaze
— Drivers in C and C++
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NetFPGA Block Diagram
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Details of the NetFPGA (ver 2.1)

— Fits into Standard PCI Host Interface
— Provides 4 Gigabit Ethernet Interfaces

— Enables hardware-accelerated processing of content using

Field Programmable Gate Array (FPGA) logic & attached memory
* Virtex-2 Pro FPGA
* 4MB ZBT SRAM
e 64MB DDR2 DRAM
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NetFPGA Reference Routing System

NetFPGA
— Quad Gigabit
Ethernet Ports

Gigabit Host Ports
— Dual Gigabit Ethernets

Processor
— Dual-Core Athlon-64

Operating System
— Linux CentOS 4.4
(or Fedore Core, RedHat ..)
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Internet2 Machines - Tested fine with the NetFPGA

NetFPGA properly
recognized in PCI-X slot

Dell 2950
with PCI-X and PCI-Express Slots

Thanks: Brian Cashman for providing machine
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Hardware and Software View

CAD Tools Monitor Traffic
Software Generator

User Space

Linux Kernel

[Packet Forwarding Table]

— o o e |
J

=

[ NetFPGA Router

Hardware

@ o) o] @ o] o]
m m m m m m

NetFPGA 10 STANFORD UNIVERSITY K




Topology of NetFPGA Routers

Display
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Streaming Video through the NetFPGA

. 7 ndies a trudes_ Wedone Sntemaet trpterer R all i
* Video server S I —
— NetFPGA Router e
— Apache Web server Index of /video

_ _ 5.

» Video client Efﬁ:

— Windows Media Player e

. H..

— Linux mplayer _ A
* Video traffic & & Bl _

— MPEG2 HDTV (35 Mbps)
— MPEG2 TV (9 Mbps)

— DVI (3 Mbps)

— WMF (1.7 Mbps)
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NetFPGA Lab Setup
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Explore Router Architecture with GUI

[ Router Quickstant

Configuration rStatistics rDetaiIs

GUI Configuration

e Router Quickstart
configuration

Reset to Defaults

Qutput queue size in bytes:

Output queue size ih packets:

Load From File

value

value

[ kouter Quickstar
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Networking Hardware Education

» CS344 Course @ Stanford
— Build an Internet router in 8 weeks
— Hardware forwards packets
— Software implements pw-OSPF

e CSEb565, CSE566 Courses @ WU

— Accelerate Networking algorithms in hardware
» TCP/IP Flow processing

— Build a Reconfigurable Networking System-on-Chip
* Intrusion Detection and Prevension Systems

» Tutorials and Workshops
— SIGMETRICS : June 12, 2007 in San Diego, CA
==, — Hot Interconnects : August 24, 2007 at Stanford, CA
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cs344: Build an Internet Router in 8 weeks

» Stanford class offered Spring ‘03, ‘05, ‘07
— Laboratory utilizes NetFPGA hardware

* Organized as student teams working on projects
— One hardware developer + one-two software developers

e Results

— Students start with baseline

» Two port learning Ethernet switch

* pw-OSPF software
— Students build
» Four-port Gigabit-speed Internet Router
» Hardware performs MAC address learning & IP forwarding
» Software performs OSPF distributed routing
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Project Homepage: http://NetFPGA.org
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= — | Thee NetFPGA plasiorm enables researchess and instructors 1o build working
prototypes of high-speed, hardware-acteleraled netwarking systems. Thi:
platform can be used in the classroom 10 teach students how 10 buld
2 - Ethemet switches and Infemet Prototcol (P} routers using hardware rathes
than software. The platiorm can be usad by researchers to profotype
acvanced serioes for nest-ganeration networks.

Open Platform
The IFPGA is an open platform and available to developers workdwide Referenc:
e include an 1P router, an Ethermet switch, and a four-port NIC. Resea
D‘dubm! to buikd acvanced network flow processing systems. Mulple platiorms cuuobecomred!oﬂmr
1o route packets over mulliple subnets.

I

The system corsists of  ney b
development baard, reference

implamentations, and sample courseware
The development board tself is a PCIcard | [
that can be instabed in any PC with an
available fulllength sict. Hosted on the .
board are a user-programmabile FPGA
{with two PowerPC proces ). SRAM,
DRAM, and four 1G5ps Etherme pors

Programeming and administration of the
development board are periormed by the
hest P via the: PCIbus. This alows users

e e e
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physcal acoess 1o the board is not
requred |""'
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NetFPGA Interest Survey N
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Frfarmarion collected on tiis form i being uted to estimate the interest the rumber of arsits that should be
margloctured. Production and testing of the NetFPGA hardwore i underway, The NetFPGA boards should be
available for rd party developars from our mamgacruring partrar, in the late summar of 2007. L
I you are interested in wting NetFPGA hardware, we kighly recommend thar you consider registering for the
ar ol ruarials schaduled for or Hodl nitorials scheduled for June 12, 2007 in San D:W. CA and August
24, 2007, at Stanford Univarsity, raspectively.
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Upcoming NetFPGA Tutorials

» SIGMetrics :
— Half-day Tutorial
— June 12, 2007

— San Diego, California
http://www.cs.cmu.edu/~sigm07/workshops.html#TUTORIAL 2

e Hot Interconnects :
— Full-day Tutorial
— August 24, 2007

— Stanford, California
http://www.hoti.org

* NetFPGA Homepage

http://NetFPGA.org
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