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Czb/éﬁﬁbw The Need for Internet Security

* Internet Worms and Virus Attacks
— Annoyance to users
— Costly to businesses (lost productivity)
— Security threat to government (compromised data)

* Recent Attacks

— Nimda, Code Red, Slammer

— MSBIlast
« Infected over 350,000 hosts in Aug. 16, 2003

— SoBigF
« Infected 1 million users in first 24 hours
¢ Infected > 200 million in the first week
» Caused an estimated $1 billion in damages to repair.

» Detectable by a Signature in Content
— Pattern of bytes
— Regular Expression

— Morphable pattern Washmgmn
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GIBRAL Challenges to Stopping
@ I Worm and Virus Attacks

* End-systems difficult to maintain
— Operating systems become outdated
— Users introduce new machines on network

* Internet contains several types of traffic
— Web, file transfers, telnet
— Data may appear anywhere in the packet

» Networks process High Speed Data

— Multi Gigabit/second data transmission rates now commonplace
in campus, corporate, and backbone networks

— Peer-to-Peer protocols dominate
current and future traffic

— Need Real-time gathering
* No latency can be tolerated - .
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%EAIC o Virus/Worm/Data Spread in
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%’EAI(_: - Virus/Worm/Data Containment
2 in Protected Networks
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%ﬁéﬁm Complete Protection System

Network Aggregation Point
(NAP
—Bososasg 59390004
JOooooon ssss — Uoooouoy Ty
Switch/ Global Velocity Router/
Concentrator DED Switch
—
Dat: w
., .
Regional - Content Matching
Transaction Server (CMS)/
Processor (RTP) Central Storage

and Backup System

(CSBS) %S]i i
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%ﬁ.@%m Content Scanning Technology

» Fiber optic Line Cards
— Gigabit Ethernet
— ATM OC-3 to OC-48

» Reconfigurable Hardware

— Uses Field Programmable
Port Extender (FPX) Platform

— Protocol processing and content
scanning performed in hardware

— Reconfigurable over the network

* Chassis / Motherboard
— Allows Modules to Stack
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%E%TY Field-programmable
Port Extender (FPX)

Off-chip Off-chip
Memories Memories
Pco0 | 2 Al | pC100
SDRAM | 2c 2c »| SDRAM L
Dl64) 22 2.2 Dl64] ot ;
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SRAM &/ o a o] SRAM
7\
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Interface | [ = s Device
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NID Device
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%EAL o Regular Expression Matching
- with Finite Automata

Flow
Collect

yoredsiq
MO|H
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UDP/TCP Wrapper
IP Wrapper

Frame Wrapper

Cell Wrapper %%S]
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& Selecting the Search Strings

upport - Microsoft Internet Explo

Elle Edit View Favorites Tools Help
e Back ~ J @ @ _h /Tj Search \:;\? Favorites eMedia @ Efj{' “_\ﬁ u _J
Address |@ http://192. 168,50, 50 view_property.php v| Go | Links >
Select Edit Delete Id Search String Description Auther Value
] IHEX(6c744e5076) Clear and Present Danger 9 3.00
F ViRUS An Email Virus 15 5.00
] Copyright . WashU WashU Copyright 12 1.00
F (LINAla)DId}Ele)N[n) Terrorist Last Name 5 100.00
] (Olo}sama Terrorist First Name 5 5.00
F Patient (Confidential|Record) Confidential Information 17 5.00
] Medical (Information|Record) Medical Record 17 5.00
F Do Nat (Distribute|Release) Confidential Information 17 5.00
] IHEX(1B688EGD) Internet Worm 19 6.00
il Ei?w?:e((n:tlug}uomF\DENmu Confidential Information 20 5.00
] IHEX(683063423739) S0BigF Internet Worm (MIMEG4) 16 11.00
|
&] ® Internet

= Whs
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upport - Microsoft Internet Explol

Flle Edit View Favorites Tools Help

Address @htm /192, 0faed_property.php?key =133&0p

eBack o d @ @ _-_h /_hj Search :T;:(Favoribes eMedia @ L’::{- :;,, u
hd Go

Links

o

»

»

Manage DED Library

Manage DED Library

Click "ADD" to generatate a new entry.

search_string: |‘HEX(68306342373‘3]

description: |SoB\gF Internet Warm (MIMEG4)

|
|
Author: |1S ‘
|

G

|y
SYSTEM OVERVIEW | PROGRAM DED | MANAGE ACCOUNTS | | ONLINE SUPPORT

Value: [11.00
Update Entry
&] Done @ Internet

Edit Search strings
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(ioe Data Scanning Technologies

* Protocol Processing

— Layered Protocol Wrappers

— Process Cells/frames/packets/flows in hardware

* Regular Expression Matching

— Deterministic Finite Automata (DFA)
— Dynamically programmed into FPGA logic

» Fixed String Matching
— Bloom Filters

— Dynamically programmed
into BlockRAMs
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A http://192.168.50.50/view_property.php - Microsoft Internet Explorer
File Edit Wew Favorites Tools Help

@Back M > | \ﬂ lg‘ _;\J /..-\JSean:h ‘g‘?\?FavoriD&s wmedia é“;{

Address |ﬁ§| http:/f192. 168.50. 50/view_property.php

Program the Hardware

=1
;f:

v| Go Links

Define which device will be modified.

Server Address: [192 _[168 . [50 . [50
DED IP Address: [152 [1es .[50 .[2
Porl Stal:k

Click "Program DED Now” below to modify the
predefined hardware devices.

This process can take about 10 minutes.
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GJBRAL Remotely reprogramming
&L‘“”C”Y hardware over the network

New module
deployed into
FPX hardware

New
module
developed

Content Matching
Server generates

New module in
programmable

Module
Bitfile
transmitted

over network
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%ﬁgtcm Network Configuration
with Gigabit Ethernet

Data Enabling Device (DED) Internet
with FPX Processing Modules

S
Gigabit Ether&e'fgs
—

EN \annqnnnl
LM yeveng seesew

Gigabit Ethernet
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Active Virus Protection

Content containing
virus is dropped at

INTERNET Module

Virus Agent

The you are ing to
avirus and has been halted.

To ehsure the protection of your system, you should
click the stop button on your browser and

Content is ) FPX
processed in
Content the FPX
returns from
i = )
Infected host o o — Alert packet is sent
T Content to user to let them
Scanning know of the virus

requested from

(1) Data

public Internet ——
Internet User

click OK.
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rsemy Other Applications

Protect Confidential Information with a
corporate network

» Secure Classified documents

« Guard against liability for copyright
infringement

» Lock medical documents for Health
Insurance Portability and Accountability
Act (HIPAA)
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